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https://www.grantthornton.co.uk/globalassets/1.-member-firms/united-kingdom/pdf/publication/2023/about-time-local-authority-reports.pdf
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Net LGPS funded 

pension surplus – 

£74m
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

Age 65: 21.6

Age 45: 22.9 

Age 65: 24.6

Age 45: 25.7 
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Minimum Revenue Provision -  

£10.330m
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Specified 

procedures for 

Whole of 

Government 

Accounts 
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https://www.grantthornton.global/globalassets/1.-member-firms/global/grant-thornton-international-ltd-transparency-report-may-2023.pdf
https://www.grantthornton.global/globalassets/1.-member-firms/global/grant-thornton-international-ltd-transparency-report-may-2023.pdf
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Assessment Issue and risk Recommendations

1.


Insufficient formal process in managing SAP self-assigned 

roles

During our audit, we noted that formal process has been 

implemented for SAP self-assigned access requests, including 

logging request in SharePoint with review and approval from 

appropriate senior team members prior to access assignment. 

However, we noted that the approval from appropriate individual 

was not documented in 4 out of 5 cases we tested.

logs of these access were 

archived, there was no proactive log review in place during the 

year except for DEBUG access.

Risk:

User access may not be appropriately aligned to job role 

requirements which may lead to inappropriate access within the 

application or underlying data.

Management should ensure that all access requests are formally documented and 

approved. Where feasible, logging and monitoring should be extended beyond debug 

access.

Management response

The process was implemented in January 2023, following receipt of the previous year’s 

findings in September 2022. 

There were a total of 5 instances during the year 2022-23, 4 of which occurred prior to 

the implementation of the process. 

Notwithstanding this, a management instruction will be issued by the end of September 

2023 that no self-assigned changes should be made.  In addition, the DEBUG review 

process will be extended to check for any self-assigned roles

Target date: end September 2023t the significant deficiency finding is justified. The 
process was implemented in January 2023, following receipt of the previous year’s findings 
in September 2022.  There was a total of 5 instances of this during the year 2022-23. n, the 
DEBUG review process will be extended to check for any self-assigned roles.

Target date: end September

Assessment 

 Significant deficiency – ineffective control/s creating risk of significant misstatement within financial statements and / or directly impact on the planned financial audit approach.

 Deficiency – ineffective control/s creating risk of inconsequential misstatement within financial statements and not directly impacting on the planned financial audit approach

 Improvement opportunity – improvement to control, minimal risk of misstatement within financial statements and no direct impact on the planned financial audit approach
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Assessment Issue and risk Recommendations

2.


Segregation of duties conflicts between SAP change 

develop and implementer access

During our audit, a segregation of duties conflict was observed 

for the following user:

• SAPSUPPORT

Who was assigned SAP development key along with ABAP 

developer access in the development environment (via SAP t-

code SE38 or SE37 or SE80 or SE11 or SE11_OLD or SE13 or 

SE14) and transport access in the production environment (via 

t-code STMS with S_TRANSPRT and RFC authorisations). We 

also observed that there was no proactive monitoring in place to 

verify the appropriateness of any developers also implementing 

their own changes.

We reviewed the TPALOG reports from both development and 

production environments and noted that there was no transport 

developed and import to production environment by same users 

during FY22/23.

Risk

The combination of access to develop changes and the ability to 

implement those changes in production is a segregation of 

duties conflict that could lead to an increased risk of 

inappropriate or unauthorised changes to data and programs 

being made.

Management should review this access assignment to ensure developers do not also 

have access to transport utilities in the production environment that would allow 

changes to be implemented.

Where management believes for operational reasons, this access cannot be fully 

segregated a risk assessment should be undertaken and other mitigating controls 

considered (i.e. periodic monitoring of changes to identify those with the same 

developer and implementer and verify appropriateness). 

Management response

The developer key for SAPSUPPORT will be removed

Target date: end September 2023

Assessment 

 Significant deficiency – ineffective control/s creating risk of significant misstatement within financial statements and / or directly impact on the planned financial audit approach.

 Deficiency – ineffective control/s creating risk of inconsequential misstatement within financial statements and not directly impacting on the planned financial audit approach

 Improvement opportunity – improvement to control, minimal risk of misstatement within financial statements and no direct impact on the planned financial audit approach
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Assessment Issue and risk Recommendations

3.


Insufficient formal process in managing vendor accounts in 

SAP

During our audit, we noted that vendor accounts is only 

activated for third-party’s access with appropriate prior request 

and approval for technical support. The access should also be 

locked when the support has been finished or the access is not 

required. However, there was one vendor account 

(SAPSUPPORT1) which remained unlocked throughout the 

audit period without appropriate approval.

We further inspected RSUSR100N report and noted that an 

additional vendor account SAPSUPPORT2 was created and 

activated as supplementary access for a vendor during their 

technical support. However, there was no documentation 

regarding the request and approval of creating this additional 

access.

Risk

Without formal process to manage vendor access requests with 

documentation to evidence the requests and approval, and 

timely deactivating external entity’s access, it increases the 

following risks:

• vendor access may not be appropriately aligned to 

requirements which may lead to inappropriate access within 

the application or underlying data.

• unauthorised access to system resources and making 

inappropriate change to system data

It is recommended that Management::

• Implement formal policies and procedures for all vendor access requests including 

retention of documentation, such as details of user access rights required, 

approver authorisation and the effective date the access needed, to be changed or 

removed.

• For access that is no longer required, this must be disabled on their effective move 

/ leave date. Where this is not possible, access should be disabled no later than 

the next working day. This will help prevent unauthorised access to the 

applications and underlying data.

• Monitor vendor access and review the audit log to identify any abnormal activities 

performed during third-party access.

Management response

These (additional) vendor accounts were created as tools to investigate a problem 

SAP were having in our systems, while working to resolve an issue we had logged 

with them.

There is a contractual obligation to allow open access during issue investigations 

which can take several weeks to resolve.

SAPSUPPORT1 was created during a SAP investigation for diagnosis during the 

audited period. Similarly, SAPSUPPORT2 was created in the development 

environment for diagnosis and testing of an issue.

Neither account has ever logged into our SAP systems.

Both accounts were deleted when they were no longer required for investigation 

purposes.

Assessment 

 Significant deficiency – ineffective control/s creating risk of significant misstatement within financial statements and / or directly impact on the planned financial audit approach.

 Deficiency – ineffective control/s creating risk of inconsequential misstatement within financial statements and not directly impacting on the planned financial audit approach

 Improvement opportunity – improvement to control, minimal risk of misstatement within financial statements and no direct impact on the planned financial audit approach
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Assessment Issue and risk Recommendations

4.


Improvements to privileged generic account management

During our audit, we observed 4 generic dialog accounts that 

had privileged access within SAP. Of these, three accounts 

were used by third party support consultants, while one was 

managed by the SAP Basis team. Please refer to Appendix A for 

details.

We noted that the activities performed via these generic 

accounts were not proactively monitored by management to 

ensure they were only used by appropriate individuals and for 

approved reasons. 

Risk

Activities performed via shared generic accounts may not be 

linked to specific individuals, eroding accountability. 

Unauthorised transactions performed via these accounts may 

not be detected.

 

Management should consider performing an evaluation of the appropriateness and 

necessity of the generic accounts identified. This should include consideration of 

whether: 

• Activity could be performed through individually named users accounts with 

generic accounts reduced and only used for specific pre-approved activity; and 

• Accounts within the SAP application could be made into ‘SYSTEM’ user type, to 

allow them to run background jobs but not be directly accessible for login. 

• If accounts are obsolete or not-in-use and if they could be disabled or deleted. 

Where these controls will be owned / operated by external organisations management 

should consider disabling the accounts and only enable these accounts on need. 

Activities performed by the third parties should be monitored.

Management response

Absoft and SAP are trusted partners and the vendor accounts are disabled when not 

required.

Because of the number of potential support staff in the vendors’ teams, it is 

impractical to provide individual named accounts and would have significant 

implications for licensing and costs.

A review process will be implemented to monitor use of the accounts:

Absoft_Basis

Absoft_Apps

SAPSupport

Portal admin has not logged in since 2020 and an investigation is underway to 

determine whether it can be set to a system user account

Target date: end November 2023

Assessment 

 Significant deficiency – ineffective control/s creating risk of significant misstatement within financial statements and / or directly impact on the planned financial audit approach.

 Deficiency – ineffective control/s creating risk of inconsequential misstatement within financial statements and not directly impacting on the planned financial audit approach

 Improvement opportunity – improvement to control, minimal risk of misstatement within financial statements and no direct impact on the planned financial audit approach
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Assessment Issue and risk Recommendations

5.


Inappropriate access to configure and delete audit log in 

production 

During our review, we noted that 15 users had the ability to both 

configure (via SAP t-code SM19) and delete (via SAP t-code 

SM18) audit log. These users were understood to be IT officers 

from BASIS and HD-One teams. Please refer to Appendix B for 

details.

Risk

Access to audit log configuration (via SM19) within SAP gives 

users the ability to create, modify or delete audit logs owned and 

configured by other users. Where this ability is not appropriately 

restricted, audit logs may not be sufficiently maintained. 

Sufficient logs may not be available in the event  of 

investigations for error or fraud detection.

Management response

We will investigate whether these permissions can be segregated without users losing 

permissions to run other tasks as part of their daily duties.

If this is not possible, the risk will be noted and mitigations put in place.

Target date: end November 2023

Assessment 

 Significant deficiency – ineffective control/s creating risk of significant misstatement within financial statements and / or directly impact on the planned financial audit approach.

 Deficiency – ineffective control/s creating risk of inconsequential misstatement within financial statements and not directly impacting on the planned financial audit approach

 Improvement opportunity – improvement to control, minimal risk of misstatement within financial statements and no direct impact on the planned financial audit approach
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Assessment Issue and risk Recommendations

1.


Segregation of user access was not considered and 

implemented before new system implementation

During our review, we noted that segregation of duties was not 

considered in user access design before Series 4000 

implementation. All users were granted with same access after 

the new system went live.

Risk

Without proper segregation of duties consideration in suer 

access assignment:

- users may have access to perform conflicting or sensitive 

functions within the system. This increases the risk of fraud, 

errors, or unauthorized activities going undetected

- unauthorized access to sensitive data or systems

Management should establish comprehensive segregation of duties policy that outlines 

the principles and rules governing access control within the Council and implement the 

rules in design and creating user access roles for new systems. The user access 

assignment configured in the systems need to be reviewed and updated on regularly 

basis.

Segregation of duties was not considered in detail (or possible) until the system was fully 

implemented and understood (neither was the issue ignored or overlooked). Only three 

members of staff were given access to the system who had knowledge of asset 

accounting (and only two of whom were involved in using, maintaining and updating the 

system)

Segregation of duties for the three current users will be implemented. 

Assessment 

 Significant deficiency – ineffective control/s creating risk of significant misstatement within financial statements and / or directly impact on the planned financial audit approach.

 Deficiency – ineffective control/s creating risk of inconsequential misstatement within financial statements and not directly impacting on the planned financial audit approach

 Improvement opportunity – improvement to control, minimal risk of misstatement within financial statements and no direct impact on the planned financial audit approach



Commercial in confidence

Assessment Issue and risk Recommendations

2.


Lack of user acceptance testing before system went live

During our review, we noted that the new system was not 

tested by end users before the system went live.

Risk

Bugs and errors within the application functionality may not be 

identified, assessed and resolved during wider system 

upgrade process. This may lead to errors within the financial 

reporting process.

Management should review and update the approach for large scale IT projects so that 

key documents and conclusions supporting the functional testing of the upgraded 

system are retained. 

In particular, the following documents should be part of a successful project:

• test strategy 

• test plans with detailed use cases / scenarios

• central issues log to  record the defects from testing procedures 

• test closure report to summarise and conclude on the outcome of the testing phase

The implementation of the system was not considered to be a large-scale IT project. The 

system was a well-established software package used for asset accounting acquired 

following a procurement process.

There is no interface between the software and the Council’s ledger.

In addition to the annual licence fee for use of the system, additional support for 

implementation and training was purchased. Data migration and validation were 

completed by the software provider.

This was taken into account prior to go-live

Assessment 

 Significant deficiency – ineffective control/s creating risk of significant misstatement within financial statements and / or directly impact on the planned financial audit approach.

 Deficiency – ineffective control/s creating risk of inconsequential misstatement within financial statements and not directly impacting on the planned financial audit approach

 Improvement opportunity – improvement to control, minimal risk of misstatement within financial statements and no direct impact on the planned financial audit approach
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